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S6:40 44 /QD-BKHCN
Ha Néi, ngay 2{ thang 41 nam 2018

QUYET PINH
Phé duyét Ké hoach bio dam an toan thong tin mang B Khoa hoc va Cong
ngh¢ giai doan 2018 — 2020

BO TRUONG
BQ KHOA HOC VA CONG NGHE

Cin cir Luét Cong nghé thong tin s6 67/2006/QH11 ngay 29/6/2006;

Cén ctr Luat An toan thong tin mang ngay 19/11/2015;

Cin ctr Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cta Chinh phit vé bao
dam an toan hé théng thong tin theo cép do; e

Cin ¢t Nghi dinh s6 95/2017/ND-CP ngay 16/08/2017 ciia Chinh phu c.; v
dinh chic nang, nhiém vy, quyén han va co cu td chitc ctia B6 Khoa hoc va C{
nghé¢;

Cin ctr Thong tu s6 03/2017/TT-BTTTT ngay 24/04/2017 cta Bo Théng'tin'.
va Truyén thong quy dinh chi tiét va huéng din mot s6 diéu ctia Nghi dinki's
85/2016/ND-CP ngay 01/7/2016 ctia Chinh phil vé bao ¢am an toan hé théng thong
tin theo cip do;

Cin ctir Thong tu s6 20/2017/TT-BTTTT ngay 12/9/2017 ciia B6 Théng tin
va Truyén thong quy dinh vé didu phdi, img ctru su ¢b an toan théng tin mang trén
toan quéc;

Can ct Quyét dinh s6 63/QD-TTg ngay 13/01/2010 ciia Thi tuéng Chinh
pht1 phé duyét Quy hoach phat trién an toan thong tin s Quéc gia dén nam 2020;

Can ctr Quyét dinh sé 898/QP-TTg ngay 27/5/2016 cta Thu tudng Chinh
phu Phé duyét phuong huéng, muyc ti€u, nhiém vu bao ddm an toan thong tin mang
giai doan 2016 - 2020;

Cin c Quyét dinh s 05/2017/QD-TTg ngay 16/3/2017 ciia Tha tudéng
Chinh pht vé& ban hanh quy dinh vé hé théng phuong an tmg ctru khin cip bao dam
an toan thong tin mang qudc gia;

Cin cir Chi thi s6 28-CT/TW ngay 16/9/2013 clia Ban Bi thu vé ting cuong
cong tac bao dam an toan thong tin mang.



Xét d& nghi cua Giam dbc Trung tAm Céng nghé thong tin,
QUYELT PINH:

Piéu 1. Phé duyét Ké hoach bao dam an toan thong tin mang B Khoa hoc
va Céng nghé giai doan 2018 - 2020 (chi tiét tai phu luc kém theo).

Piéu 2. Giam dbc Trung tdm Coéng nghé théng tin, Chanh Vin phong B9,
Thu trudng cac don vi truc thudc B chiu trach nhiém thi hanh Quyét dinh nay va
trién khai thue hién K& hoach theo dung quy dinh hién hanh cta phap luat.

Piéu 3. Quyét dinh nay c6 hiéu luc ké tir ngay ky./.

Noi nhin:

- Nhu Piéu 2;

- B6 trudng (46 blc);

- Céc Thir trudng (dé biét);

- Ban Chi dao UDCNTT (dé t/h);
- B6 Thong tin va Truyén thong;
- Luu: VT, TTCNTT.
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KE HOACH

BAO PAM AN TOAN THONG TIN MANG BQ KHOA HQC VA CONG
NGHE GIAI POAN 2018 — 2020
(Ban hanh kém theo Quyét dinh s6 %04 OD-BKHCN ngay 2 Y théng 42ndm 2018 clia
Bé trucng Bé Khoa hoc va Cong nghé)

I. MUC PiCH, YEU CAU

1. Muc dich

- Tang cudng dam bado an toan thong tin mang B6 Khoa hoc va Coéng nghé,
trong do tap trung ddm bao an toan thong tin cho cac hé thong théng tin quan trong
cia B9; nang cao kha ning thich tmg mot cach chi dong, linh hoat va giam thiéu
cac nguy co, de dga mat an toan thong tin trén mang.

- Piu tu cac giai phap k¥ thuit cong nghé cd6 ham hrong khoa hoc cao, kha
nang xt Iy ty dong rui ro, bdo dam an toan thong tin mang cho cac hé thong thong
tin cua BO.

- Trién khai d& xuét cip d6 an toan ctia cic hé thong théng tin va té chirc thyc
hién nghiém tic Quy ché dam bao an toan thong tin trong quan 1y, v4n hanh va
khai thac cac hé théng thong tin dang sir dung.

- X4y dung, hoan thién hé thdng cc vin ban phap quy, vin ban chi dao diéu
hanh trong cong tac ddm bao an toan thong tin mang cia B Khoa hoc va Cong
nghé.

- Tuyén truyén, phd bién, ning cao nhan thirc vé an toan théng tin d6i véi can
bd, cong chirc, vién chirc, nguoi lao dong tai BO.

- Nang cao trinh d6 cho d6i ngii can bd chuyén trach vé an toan thong tin
mang va céac didu kién cn thiét dé sin sang trién khai kip thoi, hiéu qua phuong an
{mg ctru sy cd bao dam an toan thong tin mang,

2. Yéu cau

- Kiém tra, ra soat, phat hién va ngin chin kip thdi cic nguy co gy mét an
toan thong tin cho cic hé thdng thong tin thudc pham vi quan 1y; Ting cudng céc
bién phap dam bdo an toan thong tin; tuln thu céc quy dinh ctia Phép ludt trong
cong tdc ddm bdo an toan thong tin.



- Khao sat, danh gia cic nguy co, sy c¢b an toan théng tin mang ctia hé théng

thong tin d& dua ra phuong an d6i phé, tmg ctru sy ¢b tuong vmg, kip thoi, phi hop.

- Chu dong d& xuét xdy dung céc van ban quy dinh vé an toan thong tin phu

hop véi dinh hudng chung cia Pang va Nha nude va diéu kién thuc té tai don vi.

- Thudng xuyén trao ddi théng tin, chia sé kinh nghiém trong céng tac dam

bao an toan thdng tin gitta cac don vi trong B9.

tin;

II. NOI DUNG KE HOACH

1. Pham vi trién khai

Céc don vi ¢6 hé théng théng tin truc thuée Bé Khoa hoc va Céng nghé.
2. Poi twong trién khai

- Hé théng thong tin ctia cac don vi truc thude Bo;

- Pon vi/Ca nhan khai thac, st dung dich vu Thu dién tr ciia B9;
- Can bg, cong chtrc, vién chuc, nguoi lao dong thude Bo;

- B6 phan/Cén b chuyén trach an toan thong tin.

3. Thoi gian trién khai

Thoi gian trién khai: giai doan 2018 - 2020.

4. Noi dung trién khai (chi tiét trong Phu luc kém theo)

- X4y dung, cép nhit bd sung cac vin ban quy dinh vé dam bao an toan théng

- Néng cao ning lyc, du tu trang thiét bi ting cuong dam bao an toan théng

tin cho cac hé théng thong tin;

- Kiém tra, d4nh gid vé an toan thong tin ddi véi cac hé théng théng tin dang

van hanh;

- D& xuét cip d6 dbi véi cac hé théng thong tin;

- Ung ctru su ¢d mét an toan thong tin mang;

- Tang cudng cong tac dam bao an toan théng tin cho Hé théng Thu dién tir;

- Bao tao, nang cao nhén thic, k¥ nang vé bao dam an toan thong tin.

III. TO CHUC THUC HIEN

1. Trung tam Cong nghé thong tin

- Thuc hién trach nhiém ctia don vi chuyén trach vé an toan thong tin cia B§
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Khoa hoc va Cong nghé; dé xuét, xdy dung cac van ban phap quy, vin ban chi dao
didu hanh vé cong tic dam bao an toan thong tin.

-Lam diu mdi giam sat, canh bdo an toan thong tin mang ctia Bd Khoa hoc va
Cong nghé.

- Trién khai c4c hoat d(f)ng dam béo an toan théng tin cho cac hé théng thong
tin ciia Bo Khoa hoc va Cong nghé.

2. Vu K& hoach - Tai chinh

- Tham muu cho Lanh dao B$ uu tién phan bd kinh phi dé trién khai thuc hién
K& hoach.

- Huéng dan viéc quan 1y, str dung kinh phi theo quy dinh.

3. Cac co quan, don vi c6 hé thong thong tin truc thudc Bo

Can ¢t ndi dung K& hoach, chu déng tham gia, d& xuét va t6 chuc trién khai
hoat dong dam bao an toan hé théng théng tin tai co quan, don vi minh. Phbi hop
chdt ch€ v6i Trung tdm Cong nghé thong tin trong cong tac chia sé thdng tin, bdo
cdo va gidm sat an toan thong tin.



CHI TIET NOI DUNG KE HOACHBA

(Kém theo Quyét dinh s6 ?C‘WQD—BKHC

Koe

N " Thotgian |0 o vithwe | Don vi phéi | Hinh thirc
T Noi dung thye hign thye hign hién | hop (néucé) | trién khai
(D kién) : L4
1 Xay dung cic vin ban quy dinh vé dam bio an toan théng tin
1 | B6 sung, chinh stta quy ché Quéan Iy va khai | 2019 TTCNTTT Quy ché
thac tai nguyén mang mdy tinh ctia B6 Khoa
hoc va Cong nghé¢
2 | Xay dung Quy ché quan ly, sit dung chtng | 2019 TTCNTTT Quy ché
thu s6 chuyén dung va phat hanh van ban
dién tir ¢6 ky s6 do Ban Co yéu Chinh phu
cung cap cho cac don vi tai B6 Khoa hoc va
Cong nghé
II | Nang cao ning luc, dau tw trang thiét bi ting cwong dam bio an toan thong tin cho hé thong théng tin
3 | Nang cao ning luc, dau tr trang thiét bi ting [2019-2020 | - TTCNTTT Dy 4n
cudng bdo ddm an toan thong tin cho hé d& xudt va
théng thong tin cia BY Khoa hoc va Cong thuc  hién
nghé ddi v6i hé




TT

Noi dung thuc hién

Thoi gian
thure hién
(D kién)

Don vi thuc
hién

Pon vi phdi
hop (néu cb)

Hinh thic
trién khai

thong théng
tin cta BO
tai Tru so
113;

-Chu  quan
hé  théng
thong  tin
cua cac don
Vi truc
thuoc Bo dé
xut va thue
hién.

I

Kiém tra, danh gia vé an toan théng tin d6i véi cac hé thd

ng thong tin dang van hanh

Thué dich vu kiém tra, dnh gia dinh ky hang
nam vé an toan thong tin dbi véi cac hé thdng
thong tin dang véan hanh cia B6 Khoa hoc va
Cong nghé

2019-2020

- TTCNTTT
d& xuht va
thuc  hién
ddi véi hé
thdng théng
tin cua B

tai Tru soO
113;

-Chu quéan
hé théng

Nhiém vu
thudmng xuyén




Thoi gian

Don vi thue

Pon vi phdi

Hinh thic

TT Noi dung thyc hign t(ll‘)‘g kl::; hi¢n hop (néu c6) | trién khai
thong tin
cia cac don
vi truc thude
Bo dé xuét
va thuc
hién.
IV | Dé xuit cap dd ddi véi cac hé théng thong tin
5 | Xy dung hd so d¢ xuét cip do cho h¢ théng | 2018-2020 | TTCNTTT |Bo TT&TT | Nhiém vy
thong tin ctia Bo Khoa hoc va Cong nghé tai
Tru s& 113 Tran Duy Hung
Xay dung hd so d¢ xudt cp do cho cac hé | 2019-2020 | Cac  chi | Bo TT&TT | Nhiém vy
6 thdng thong tin ciia cac don vi truc thude BH qu:ém hé
Khoa hoc va Cong nghé thong thong
tin thudc Bo
\4 Ung ciru sy ¢6 mét an toan théng tin mang
7 | T6 chuc dién tap tng ctru su ¢ an toan 2019-2020 TTCNTTT |- Cac don vi | Nhiém vu
thOng tin mang hang ndm c6 hé théng
thong tin truc
thudc BO;
-BO TT&TT
VI | Ting cwdng cong tic dim bio an toan thong tin cho H¢ thong Thuw dién tir
8 | Ra soat, cdp nhat thong tin va thyc thi chinh | 2018-2020 TTCNTTT | Cac don | Nhiém vy

sach bdo mét thong tin cho cac tai khoan thu

vi/ca nhan su




Theoi gian

TT Noi dung thyc hién thwe hién D"'“hY} thyre 1? on viphdi | Hinh El‘l“’?
(Due ki én) i€n op (néu cd) trien khai
dién t& thudéc Hé théng Thu dién tir ciia BO dung dich vu
Khoa hoc va Cong ngh¢ theo dinh ky hang thu dién to
nam cua Bo
VII | Pao tao, ning cao nhin thirc, ki ning vé biao dam an toan thong tin
9 | T chirc tap huén tuyén truyén, phd bién, 2019-2020 TTCNTTT |- Céac don|L6p tap hudn
ning cao nhan thirc vé an toan thong tin vi/ca  nhén
mang cho can bd, cong chirc, vién chirc va truc  thude
nguoi lao dong tai BO Khoa hoc va Cong Bo;
nghé -BO TT&TT
10 | Do tao ning cao ning luc chuyén mon cho | 2019 -2020 | TTCNTTT |- Cac don|Lép dao tao
doi ngii can bd chuyén trach vé an toan thong vi/cd  nhéan
tin mang cda cac don vi truc thudc Bo Khoa truc  thudc
hoc va Cong nghé Bo;

-BO TT&TT




